driving digital agility

Investment firm utilizes
Marlabs and NIKSUN
technology to secure and
protect their critical business
assets
Client

Challenge

A medium sized
investment banking firm

The information technology (IT) group had limited resources and
lacked experience in the cyber security domain. With a family culture
based on a high level of trust, they are relatively 'risk adverse'. The
firm has been transforming itself from a boutique family oriented
company into a significant player within the financial investment
industry. However, employees have been accustomed to an open
and collaborative environment. Therefore, network connections for
employees are not restrictive. With the introduction of expanded
WIFI and bring your own device (BYOD) strategies, the number and
types of devices connecting to the network has been growing
rapidly. Limited administrative and managerial security controls
meant that our client lacked the necessary network visibility for
determining the likely occurrence of security events and their
potential impact to the business. There was a need for a transparent
and sustainable cyber security management solution that provided
continuous monitoring and identification of unusual network
behavior.

Marlabs Solution
Marlabs proposed to convert operational security and cyber threat
management metrics into actionable business intelligence using
NIKSUN NetDetectors backed by Marlabs cyber security analysis
expertise. As a first step in assessing the security posture of the
firm’s network, Marlabs performed a comprehensive Network
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Vulnerability Assessment (NVA) that
addressed the following areas:
 External/internal vulnerability
 Wireless security
 Social engineering and
 Mobile device security strategy
After reviewing our NVA report and gaining
new insight into their security posture, the
client entered the next phase of enhancing
their cyber visibility by signing up for
Marlabs Cyber Threat Management
Services (CTMS). CTMS is comprised of
24/7, near real-time customized anomaly
identification, warnings, and alerts; cyber
security incident management and response
capabilities; and vulnerability management
through periodic assessment and tracked
remediation.
Installation of two NIKSUN NetDetector
devices to continuously monitor the
network established a customized,
integrated, and sustainable cyber security
strategy for protecting the investment firm’s
critical information assets.
This solution accomplished the following
objectives:
 Provided security intelligence by
establishing CTMS for the firm
 Installed NIKSUN NetDetector
appliances at two locations
 Developed the firm’s network profile
using results of the NVA and data
collected by NIKSUN NetDetectors











Reduced the risk of security breaches by
creating customized NetDetector rules
for the network to reduce ‘false positives’
and generate ‘meaningful alerts’
pertaining to the firm’s security posture
Enhanced the ability to perform
predictive analysis on anomalous network
activity (blacklisted IPs, blacklisted
geographical destinations, unusual spikes
in network activity)
Continuously tweaked 24x7x365 SOC
monitoring indicators, warnings, and
alerts to meet the client’s unique and
dynamic business needs
Performed ongoing vulnerability
management through quarterly
assessments including analysis and
trending
Documented cyber security incident
response plans and performed triage
functions.

Benefits








Produced a security control gap analysis
and a customized snapshot of the
organization's current security posture
Established a security plan roadmap for
sustainable cyber security strategy
improvement
Reduced overall cyber risk by decreasing
the time taken to identify and respond to
anomalous network activity
Narrowed threat vectors by performing
periodic vulnerability assessments and
supporting timely remediation.
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The Marlabs comprehensive solution,
combined with the NIKSUN NetDetector’s
intelligent monitoring, alerting, and forensic
capabilities, provided the client with a
complete and secure cyber defense
mechanism against malware, security
breaches, and network performance
problems.

The client’s cyber security perimeter was
transformed from a lack of network visibility and
open security vulnerabilities to a safe and secure
network environment that protected all of their
critical business assets, now and in the years to
come.

Technologies


NIKSUN NetDetectors

Marlabs helps drive digital agility for our clients. We deliver innovative business solutions using digital technologies such as cloud, mobile, analytics, Internet of Things
and social. With a dedicated team of over 2,100 associates, a network of delivery centers in USA, Canada, Mexico and India, and strong partnerships with industry
leaders, Marlabs offers a wide range of IT services across industries. Through our emphasis on quality driven by CMMi, PCMM, ISO 9001-2000, ISO 27001 and
SSAE 16 Type II best practices and a customer-centric client engagement model, Marlabs has achieved a dependable track record of meeting high standards of
excellence in every customer engagement. This has resulted in several awards and recognitions, including being consistently ranked in the Deloitte Technology Fast
50 and Fast 500 programs. Marlabs is headquarted in New Jersey, United States.
For more information: please call us at +1(732)-694-1000 or email us at sales@marlabs.com • USA | Canada | Latin America | India | Malaysia • www.marlabs.com
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