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Overview

The COVID-19 pandemic has highlighted the critical 

contribution of the supply chain among enterprises in 

many vertical markets. This whitepaper will shine a light 

on the key role that successfully transforming supply 

chain processes has in helping firms move 

temperature-sensitive products safely and efficiently 

from the source to the destination in 2021.

The whitepaper discusses at length the different 

approaches one needs to adopt to realize a smart 

connected supply chain that leverages IoT and edge 

computing for real time sense and response along with 

predictive analysis for insights driven decisions.

Risk and crisis management technologies for supply 
chain mapping, whistleblowing, business continuity 
planning, and crisis management. 

Customer experience technologies such as chatbots, 
CRM systems, social listening platforms, and content 
management platforms.

Employee experience technologies such as learning 
platforms, collaborating software, virtual desktop, 
and workforce analytics.

Health and safety technology such as contact tracing 
solutions, health status monitors, and virtual 
healthcare systems.

However, the road to achieving digital transformation 
success is not without its challenges. Some of the most 
common ones were:

Security of devices, data, authentication, 
authorization, and regulations. 

Integration of the different elements that are required 
by IoT solutions to be seamlessly deployed. 

Skill gap in the ability of internal employees to 
address IoT enabled initiatives effectively. 

Our Advice

For the successful deployment of IoT solutions, Marlabs 
provides the following recommendations: 

Ensure key stakeholders participate in 
comprehensive assessment process pertaining to 
supply chain, IT, and operations.

Assess emerging technologies for robotic fulfillment, 
driverless vehicles, drone deliveries, blockchain, etc.

Invest in training and education to extend employee 
skill sets. Rope in external partners/ third party 
vendors to address integration and technology 
issues.

Evaluate current and future fulfillment, automation, 
and packing needs to assure resiliency throughout 
supply chain operations.

Adopt analytics solutions to efficiently and accurately 
analyze data to measure impact of supply chain 
components.  
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What makes a good IoT 
system?
IoT systems are those solutions that provide 
software control of the physical world with the help 
of sensors, RFID tags, GPS devices, and 
accelerometers. They capture critical pieces of 
information associated with an asset or product 
while connected to various wireless networks. 
These along with the help of AI, ML, big data 
technologies, and business intelligence 
dashboards convert the captured information into 
actionable insights that could be a 
machine-to-machine interaction or an alert that is 
sent to a user to take action pertaining to certain 
activities that needs attention. After that the 
delivery mechanism (cloud or edge computing 
environment) is chosen and careful attention is 
paid to ensure that every aspect adheres to the 
prescribed levels of security, governance, and 
privacy. 

Based on a survey conducted by Forrester, high 
levels of IoT adoption was observed in several 
industries such as chemical, oil, and gas, high 
tech industrial solutions, FMCG, transportation 
and logistics, and several others to improve 
process efficiency levels particularly with regards 
to facility management, supply chain 
management, inventory management, fleet 
management with diagnostics and control 
activities, and track and trace activities of key 
assets to achieve digital transformation goals. 
Cold chain monitoring activities has also seen an 
upward demand during the pandemic due to the 
transport of vaccines and perishable goods.

There are different stakeholders that collaborate 
together for a seamless IoT supply chain solution 
deployment:

Cold chain managers that oversee 
refrigerated storage and transportation 
operations

Quality control inspectors that monitor the 
quality of foods, medications, and chemicals

Fleet managers that schedule, monitor, and 
align delivery routes based on product 
demand and delivery timelines

Inventory and warehouse managers that 
address storage, distribution, and inventory 
management issues

Transportation and third-party logistics 
managers that coordinate transport 
operations over land, sea, and air

Forrester’s research also indicated that 
implementation of IoT supply chains would 
increase revenue through:

Cold chain monitoring (52%)

Inventory management (50%)

Supply chain management (50%)

Track and trace (50%)

Fleet management (46%)

For example, it was observed that retailers that 
used track and trace processes expected a 74% 
bump in operational efficiency while 72% was the 
hike for industrial products when inventory and 
warehouse management processes are 
combined, and 67% for telecom respondents 
when using supply chain management processes. 

However, the COVID-19 pandemic has brought 
about a more stringent focus on figuring out weak 
links in the supply chain and strengthening them 
as more and more processes reduce human 
intervention. This involves the implementation of 
technologies pertaining to:
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How to build an efficient 
connected supply chain
To build an efficient connected supply chain, we 
need the following 9 core digital components. 

IoT sensor nodes

IoT connectivity

Edge analytics

Onboard diagnostics

Immutable chains

Predictive maintenance

Intelligent routing

Demand forecasting

Smart resource management

These 9 components will ensure a seamless 
movement of inventory from a manufacturer to a 
transport facility, then to warehouses from where it 
will reach different distributors and finally, the 
retailers. 

Let us look at some applications of IoT supply 
chains now:

Connected cold chain with the context of 
Covid-19 - In this case, due to the transport 
of vaccines between different countries, smart 
pellets/smart cooling boxes are used to 
transport a shipment by air or road in a 
controlled environment where it arrives at 
different warehousing and fulfillment/cross 
docking and labeling center before reaching 
hospitals that would administer it on a 
patient. 

Connected life sciences – Here, labs, 
equipment, and scientists work together 
remotely in a seamless fashion. The system is 
designed to perform tasks such as raise 
service requests or purchase items from an 
ecommerce platform. 

Connected inventory solution – This is a 
system where connected robotic arms and 
smart storage racks work in tandem with 
automated guided vehicles to make the 
movement of goods quick and efficient. 

Smart warehouse inspection solution – 
This system inspects the movement of 
inbound and outbound packages with the 
help of ML technologies to ensure no 
anomalies. 

To facilitate the building and deployment of an IoT 
supply chain, Marlabs has designed the mEdge 
Accelerator. The system creates the edge firmware 
and the binary for the edge devices for enabling 
edge analytics, computing, and connectors for 
platform acceleration. Once the system analyses 
the level of maturity and nature of the ecosystem 
of an enterprise, mEdge Accelerator helps in 
building the right set of edge devices that reduces 
approximately 40-50% of the initial work load. 
The decision framework embedded in the system 
enables IT teams to choose the right set of 
combinations for device hardware, device 
firmware, IoT communication, IoT platform, and 
IoT application with respect to technology, security, 
business, and standards.   

Some of the use cases where mEdge has helped 
in digital transformation of the supply chain 
include:

Connected life sciences IoT ecosystem for a 
fortune 100 life sciences company  

Smart trolleys and kitchens IoT platform for a 
large airline catering company

The system has been implement in over 40 
different enterprises and have helped a great deal 
to improve process efficiencies, seamlessly 
integrate disparate systems, reduce cost by cutting 
down manual interventions, derive data driven 
insights, and boost customer satisfaction.
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Our Advice

Marlabs’ end-to-end IoT consulting for supply 
chains backed by its rich understanding of the 
domain can address every touch point necessary 
for realizing business goals.  

Device configuration, management, 
integration, and provisioning

Network management and connectivity

Development of IoT middleware and 
applications

IoT intelligence

ERP/Business apps integration for supply 
chain automation

Development of IoT applications on platforms 
for predictive maintenance, remote health 
monitoring and diagnostics.

The way forward
The pandemic has irreversibly changed a lot of 
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transformation of the supply chain is one of them. 
Enterprises that have been quick to respond to the 
changing business landscape have reaped instant 
benefits. However, it must be understood that a 
digital transformation is not a one-time activity 
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