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An overview of a connected 
healthcare system

The Internet of Medical Things (IoMT) or connected 
healthcare is helping the healthcare sector deliver better 
patient experiences. From wearables to implanted 
medical devices, innovative medical technology 
(MedTech) is rapidly changing healthcare delivery. 
Global drivers such as the COVID-19 pandemic, cloud 
applications, emerging technologies, and the overall 
need for efficient healthcare systems have accelerated 
the digital transformation process for healthcare 
providers. 

The tremendous growth of the internet, low-cost devices, 
and the development of emerging technologies such as 
artificial intelligence (AI) and machine learning (ML) 
have introduced unique human-technology interactions. 
In the healthcare sector, these interactions are enabling 
smarter data aggregation, analysis, and decisions. 
According to Gartner, 70 percent of healthcare 
providers are already using IoT solutions1 and the value 
of the healthcare IoT market is expected to be worth 
534.3 billion by 20252.

Benefits of edge computing in 
the healthcare continuum 

Improved patient experience

IoT coupled with edge computing will help 
the healthcare industry deploy real-time 
processing – delivering critical care at the 
right time. 
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1. Internet of Healthcare Things (IoHT) Trends (eseye.com)

2. Internet of  Things in Healthcare Market Size, Share & Trends Analysis Report By Component, By Connectivity Technology, 
By End Use, By Application And Segment Forecasts, 2019 - 2025 (reportlinker.com)



IoT for time-critical processes
Edge computing capabilities are not limited to 
wearables. Emergency and Intensive Care Units 
(ICUs) also incorporate IoMT technology to 
continuously monitor, analyze, and infer critical 
insights from patient data. For instance, IoMT 
adoption significantly increased during the 
COVID-19 pandemic. In a world of social 
distancing, protecting frontline workers, nurses, 
doctors, and specialists is of importance. The 
industry quickly needed to automate clinical 
assistance, treatment, and interactions with 
infected patients. 

The success of IoT depends on its speed of 
delivery. This is where edge computing comes into 
the picture. The edge infrastructure is critical in 
eliminating latency during data transmission – 
enabling healthcare providers to quickly 
administrator critical care.

What is edge computing? 
Gartner defines edge computing as “part of a 
distributed computing topology where information 
processing is located close to the edge, where 
things and people produce or consume that 
information.” The primary function of edge 
computing is to bring low latency computing to the 
source of data generation.  

Edge computing design, 
deployment, and support
Edge computing architecture is a multi-tiered 
design involving devices, networks, and edge 
workload environments. The overall network 
requires a central orchestration and management 
functionality that connects the network topology 
and cloud infrastructure. 

This allows for the development and deployment 
of latency on edge nodes (fog layer), closer to the 
user or data generation source.

Distributed cloud infrastructure

Edge and cloud computing share a symbiotic 
relationship. A distributed cloud infrastructure is 
the top tier of edge computing architecture. Edge 
computing extends the capabilities of traditional 
data centers to the edge by connecting edge 
nodes to a centralized cloud infrastructure or 
smaller data centers. 

Connectivity
Current cloud computing frameworks can support 
processing and storage of large amounts of data. 
But real-time data processing at the edge requires 
the support of high bandwidth, connectivity, and 
latency between each component. The edge 
nodes decide what data should be processed at 
the edge or sent to the cloud. For this, bandwidth 
and connectivity come into place. Low bandwidth 
means low and unreliable on-premise computing. 
Lightweight messaging protocols such as MQ 
Telemetry Transport (MQTT) ease the data transfer 
protocols.
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Figure 1: A basic edge computing framework
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Improved business efficiency and 
responsiveness

Traditional cloud architecture places data at a 
central repository. Here data accumulates 
quickly, but its processing into meaningful 
insights is difficult. The edge computing 
infrastructure improves network efficiency by 
sending only pertinent information to the 
cloud; enabling faster response times for 
practitioners.

Cost savings

Historically, patient data is collated at a 
central repository for processing and analysis. 
These centralized data centers are expensive 
to maintain and slow in performance. Edge 
computing allows hospitals to optimize data 
locally and in real-time. Data is processed at 
the edge of individual locations. Localized 
data centers reduce the volume of data 
transmitted to expensive centralized servers. 
For instance, edge computing reduces the 
amount of data to be transmitted to the cloud. 
Thus, reducing overall costs across the 
healthcare organization. 

Operational and adoption 
hurdles
The healthcare industry is plagued by increasing 
operational costs, limited IT staff, shrinking 
budgets, and aging IT infrastructure. An 
overburdened system was pushed to its limits 
during the COVID-19 pandemic. The lives of 
countless patients depended on quick and 
efficient decisions supported by a highly-available 
IT infrastructure. Edge computing helps reduce the 
IT burden on healthcare systems. But it is not 
without its implementation challenges.

Security and compliance

The healthcare sector is known for its stringent 
regulatory requirements. Patient data security 
is of utmost importance. Data breaches not 
only incur hefty fines but are also expensive 
for the organization. According to a recent 
study, healthcare data breaches cost an 
average of USD 7.13 million3 or USD 408 
per patient record. It is one of the most 
expensive industries in terms of data 
breaches. 

Users are wary of edge devices as concerns 
around data management arise. Where will the 
data be stored? How much of the information will 
be processed? Who owns the data? Who can 
access the data? Questions around data policies 
need to be taken into consideration while de entire 
medical fraternity understands the benefits of 
personalized care, tailored to individuals based 
on their genomic, biochemical, and other 
designing an edge architecture. Organizations 
must define data security and control to avoid any 
ambiguity and ensure compliance.

Legacy infrastructure

Aging legacy infrastructure continues to be at 
the core of hospital operations. Hospitals 
have made changes to the infrastructure to 
accommodate electronic health records 
(EHRs) and are stored on traditional 
client-server architecture. As more and more 
connected devices are introduced into the 
system, legacy infrastructure fails to support 
the volumes. Legacy infrastructure also 
impedes the success of digital initiatives. 

Reshaping healthcare with 
edge computing
Edge computing use cases positively impact the 
healthcare sector with an interconnected network 
of intelligent devices such as wearables which are 
increasingly seen as reliable tools for health 
monitoring. With better data collection, faster 
analytics, and actionable insights, edge 

Benefits of edge computing in 
the healthcare continuum 

Improved patient experience

IoT coupled with edge computing will help 
the healthcare industry deploy real-time 
processing – delivering critical care at the 
right time. 



computing reduces healthcare providers’ 
workloads - allowing them to focus on patient 
care.

IBM Report: Compromised Employee Accounts Led to Most 
Expensive Data Breaches Over Past Year - Jul 29, 2020

Improved patient safety and 
monitoring
For example, for patients with long-term or 
chronic conditions, a sensor or a wearable device 
collects personal health data. The device 
processes the information and decides to either 
store it locally or send it over a cloud platform to a 
doctor or health practitioner. The doctor receives 
actionable insights towards making an informed 
decision for the patient. The combination of 
remote monitoring, real-time data transmission, 
and quick analysis are helping healthcare 
providers manage the treatment of chronic 
diseases. 

Enhanced pharmaceutical 
supply chain
The pharmaceutical supply chain involves the 
coordination of several resources and 
temperature-controlled environments that are 
spread across geographical locations. Most of 
these locations may or may not have access to 
high bandwidth secure networks. Ensuring 
accountability, safety, and security of 
pharmaceutical products is critical for the industry. 
For instance, any disruption in the temperature 
during transportation or storage could render the 
biologic drugs, for example vaccines or 
medicines, ineffective.

Edge computing helps regulate the 
pharmaceutical supply chain by providing a 

robust framework with real-time monitoring 
solutions. Any disruption in temperature would be 
notified to the field executives and can quickly be 
remediated. 

Precision medicine
The entire medical fraternity understands the 
benefits of personalized care, tailored to 
individuals based on their genomic, biochemical, 
and other physiological characteristics. 
Developing such highly specified treatment 
protocols requires computation and analysis of 
vast amounts of data. With the advent of AI and 
5G networking, healthcare providers can collect 
data on-field, process in real-time, and prescribe 
appropriate care to the patient. For instance, next 
generation automatic insulin delivery systems are 
helping patients manage their diabetes. Sensors 
in wearables or insulin pumps form a hybrid 
closed loop wherein the glucose levels are 
continuously monitored. The data is analyzed at 
the edge and delivery of insulin is either 
suspended or resumed based on the patient’s 
threshold limits. 

Imaging solutions
The advancements in medical imaging 
technologies, recent affordability of graphic 
processing units and edge computing 
components are enabling image reconstruction 
for better clinical decision support systems. For 
instance, practitioners can reduce MRI/CT scan 
times by improving or enhancing images. The 
patient is not subjected to repeated radiation 
exposure and low-level scans can be enhanced to 
detect defects or abnormalities. 

Benefits of edge computing in 
the healthcare continuum 

Improved patient experience

IoT coupled with edge computing will help 
the healthcare industry deploy real-time 
processing – delivering critical care at the 
right time. 
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Figure 3: Connected cold chain during COVID-19
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Are we there yet?
Yes and no. The widespread use of edge devices is 
being supported by the emergence of 
next-generation 5G networks and long-term 
evolution (LTE). Real-time responsive healthcare is 
a present reality with edge computing. But its 
costs, and high technology skill requirements are 
still major hurdles for widespread adoption. 

As the healthcare vertical continues to evolve, 
supporting the growing IoT network would require 
better data centers. Healthcare CIOs and IT 
leaders must prepare for the future to manage 
large amounts of connected devices. Edge 
computing infrastructure will form an essential tier 
in the healthcare IT infrastructure and the 
investment would help healthcare organizations 
reap long-term business benefits while ensuring 
future-ready healthcare infrastructure.

Benefits of edge computing in 
the healthcare continuum 

Improved patient experience

IoT coupled with edge computing will help 
the healthcare industry deploy real-time 
processing – delivering critical care at the 
right time. 

Jojith Rajan
Practice Head - IoT & Digital Solutions, at Marlabs
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